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Creating and Using Encrypted Storage on Macs
Financial, medical and other private information should not be stored unencrypted on your computer. On Apple computers, it is easy to create a secure “virtual disk drive”, using Disk Utility, in which sensitive information can be stored and easily accessed. Here are detailed instructions on creating and using such a “virtual disk drive”—it isn’t as complicated as it initially seems and only takes 5-10 minutes to set up
Definitions:
Two terms are defined to make the instructions easier to understand. (a) the “Vault” and (b) “Unencrypted Stuff”.
“Vault” is the object (file) that contains encrypted content and is only accessible via a password. “Vault” has the extension of .dmg, i.e., “Vault.dmg”. The name “Vault” is used here as an example. It can be named anything. It is suggested that something innocuous like “Fairfax”, “Party” or “School” be picked and not names like “Passwords”, “Secrets”, “Private” or “Vault” itself. “Vault” is referred to as a “virtual disk drive” because it acts like a separate storage device.
“Unencrypted Stuff” is the object (file) which contains decrypted content derived from “Vault.dmg”. It too can be named anything. “Unencrypted Stuff” was chosen to convey in these instructions what that object contains. Something like “Unencrypted Stuff” may be an appropriate choice as it will remind the user that files in that location are unencrypted and insecure.
Creating Vault.dmg
1. Open “Disk Utility” in the Utilities folder.
2. From the “Disk Utility” Menu Bar on the top of the screen, select “File” then “New Image” then “Blank Image”. A menu will pop up.
3. For “Save As” type in “Vault” (or a better, less obvious choice of name).
4. Select a destination for the to-be-created “Vault.dmg”. The Desktop is a good location. “Vault.dmg” can later be moved to any appropriate location such as the Documents folder.
5. In the table displayed:
a. Enter the name of the decrypted folder to be created, i.e., “Unencrypted Stuff” (or your name choice).
b. Enter the size for “Vault.dmg” desired. Pick something somewhat larger than the size of the total number of files you wish to be encrypted. This is usual just an educated guess. Most people can spare 1-2 GB and that will hold a lot of sensitive information.
c. For Format, select “OS X Extended (Journaled)”
.
d. For Encryption, select “256-bit AES encryption”.
e. In the pop-up menu, enter a password and verify. It is critically important to pick a strong password. It is suggested to use a pass-phrase of at least 12-15 characters including numbers and special characters (e.g., $, %, @, etc.). The security of everything stored in “Vault.dmg” is dependent on this single password.
f. Left-click on “Choose”.
g. For Partitions, select “Single partition - GUID Partition Map”.
h. For Image Format, select “read/write disk image”.
i. Left-click on “Save”. 
j. At this point, two new files will appear in the destination selected in #4 above, “Vault.dmg” and “Unencrypted Stuff”—or whatever names were picked. 
k. After “Vault.dmg” has been created, left-click on “Done”.
l. At this point, sensitive files can be copied into “Unencrypted Stuff”. You will need to erase them from the original location. “Dragging and dropping” files into “Unencrypted Stuff” copies the original file, it does not move it. “Unencrypted Stuff” acts like a separate disk drive.
Recommendation: Uncheck “Remember password in my keychain” if so prompted. If the password is in Keychain, when logging-on, presumably the file “Unencrypted Stuff” is generated and becomes accessible without entering a password and is open all the time you are logged-on. This may be convenient, but provides considerably less security.
Using (decrypting) the Vault
1. Double left-click on “Vault.dmg” and enter the chosen password.
2. The derived, unencrypted object will then appear (“Unencrypted Stuff”, for example). Files in this object can be copied to and from “Unencrypted Stuff” and handled just like any other file on a disk drive. 
Closing and Re-encrypting Material
Drag and drop “Unencrypted Stuff” (or the name chose) into the Trash can. This action dismounts “Unencrypted Stuff” like any disk drive and in effect re-encrypts the contents of Vault.dmg file. Remember, “Unencrypted Stuff” is just as insecure as a normal disk drive or folder. It should be closed (“trashed”) when not in use.
Caution: Do not delete (“trash”) “Vault.dmg” (or the name picked). Doing so also erases all the encrypted material stored in that object. “Vault.dmg” can be retrieved from backup, of course. It is the decrypted object (“Unencrypted Stuff”) derived from “Vault.dmg” that is routinely deleted to reintroduce security. It is suggested you make and use an alias of “Vault.dmg” and store the alias on the Desktop for ready access. If you delete the alias by mistake, it is easy to regenerate another.
Reference: For more information see http://apple.co/295jgdq for “Disk Utility for Mac: Create a disk image using Disk Utility”.
HomeKit Compatible Sensors
Since Apple released HomeKit on September 17, 2016, manufacturers have been slow to develop compatible devices. However, Fibaro (http://www.fibaro.com/us) has released two such devices. The Fibaro Motion Sensor ($70) detects movement, ambient temperature, light intensity, and tampering with the device, which then spawns alerts to various Apple devices. Likewise, Fibaro has made available the Fibaro Flood Sensor that detects water and ambient temperature. See http://bit.ly/2gJ8oR1. It will be interesting to see if such devices compete with today’s home security systems like ATD, Xfinity and Vivint.
� The format “OS X Extended (Journaled)” is a proprietary Apple file format introduced in November 2002 for OS X 10.2.2. It cannot be read by Microsoft Windows computers. Presumably selecting the format “MS-DOS (FAT)” would be accessible to both Apple and Windows machines, although I haven’t tested this with a Windows computer.






